Using DNS Service for Amplification
Attack




Outline

o Use DNS service to achieve load balancing for a server cluster

+ Carry out an amplification attack by taking advantage of DNS service
+ Enforce firewall rules to block the attack

¢ Summary
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<Simulation Case>
amplification_attack_using_dns_service.xtpl
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Use DNS service to achieve load balancing
for a server cluster
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Server Cluster

o The graph on the right-hand side shows
a server cluster. Ten servers join
together to provide the same services.
In this way, the service requests from
Internet users are distributed among
servers to achieve load balancing.

o The ten servers’ IP addresses are
different. However, only one single
domain name (www.estinet.com) is
provided for Internet users to request
services.

+ In other words, when an Internet user
uses the domain name
(www.estinet.com) to request a service,
it could be anyone of the ten servers
which is responsible for serving the user.
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Domain Name System (DNS)

The graph on the right-hand side shows a
domain name system (DNS) that is
composed of three servers. When an

Internet user queries a domain name’s
corresponding IP address(es), the user may
query the root server first. If the root server
has no answer, it asks the down-level
servers in turn for the answer. A DNS has a 1
hierarchy architecture.

The domain name of the aforementioned
server cluster is registered on the server 9.
It is responsible for the domain
“estinet.com”.

g :com
_. -

9 :estinet.com

[

If an Internet user wants to query the
corresponding IP address(es) of domain
name www.estinet.com, the answer is
originally stored on the server 9.
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Host 3 within LAN 1 requests the echo service
from the server cluster.

¢ Host 3 executes the command “ping
www.estinet.com” to request the echo Local DNS SEF‘H'EI'
service from the server cluster whose 5
domain name is www.estinet.com. u!_

+ Because network routers forward \
packets according to IP address instead
of domain name, Host 3 queries the 19
local DNS server 20 for the ]5

corresponding IP address of 'y
www.estinet.com.

20 Cache oy

ping www.estinet.com
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The local DNS server 20 queries the DNS root
server 7 for the answer.

o The local DNS server 20 doesn’t know the answer of the corresponding IP address of
www.estinet.com. It turns to ask the DNS root server 7 for the answer. Because the ten servers of
server cluster register their domain name on the DNS server 9, the DNS root server 7 doesn’t know
the corresponding IP address of www.estinet.com. The DNS root server 7 replies to the DNS server
20 and tells it to query the DNS server 8 which is in charge of the domain name “com”.
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The local DNS server 20 queries the DNS server
8 for the answer.

+ Because the DNS server 8 also doesn’t know the answer, it replies to the DNS server 20
and tells it to query the DNS server 9 which is in charge of the domain name

“estinet.com”.
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The local DNS server 20 queries the DNS server
O for the answer.

+ Eventually, the local DNS server 20 gets the corresponding IP address of
www.estinet.com from the DNS server 9.
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The local DNS server 20 sends the answer back
to Host 3.

o The server 20 remembers/caches the
answer for a period of time. If other
hosts ask the same question later, the
server replies the answer directly.
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Host 3 gets the IP address list of all servers of server cluster. (use Wireshark utility to
open the tcpdump file that records the incoming/outgoing packets on Host 3)

(1) Host 3 sends the

tcpdump_at_node_3.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

packet Of domain File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
= > ] 2, = @
name query. ©@® 4 m B XS Q¢ e EE ool WEHR
Filter: ‘ ‘ - | Expression... Clear Apply Save
(2) Host 3 receives the No. Time Source Destination Protocol Length Info
- 1 0.000000  1.0.6.2 1.0.12.2 DNS 5] standard query 8x9f69 A www.estinet.com
paCket Of domaln 2 8.813224 1.8.12. 5 271 Standard guery response 8x8f69 A www.estinet.com A 1.0.7.1 A 1.8.7.16 A 1.8.7.9 A I
3 9.813224 1.0.6.2 ICMP 192 Wcho (ping) request id=0x6a%e, seq=1/256, ttl=64 (reply in 4)
name query response' ‘ 4 0.819035 |1.B.?.1| ICMP 192& {ping) reply 1d=0x6a%s, seq=1/256, ttl=61 (request in 3)
' Answer RR;: 16 \ . .
(7) The packet of domain name query is

Authority RRs: 1
Additional RRs: 1

(4) Host 3 sends the

bytes in size while the packet of domain

» Queries
packet of echo request ——= . _—
, name query response is|271|bytes in size.
to the destination Wlth : ﬁ::ii:::g: :ype A, class 1IN, addr (3) The paCket Of q y p - y
. . : type A, class IN, addr 1.08.7.10 domain name query
b www.estinet.com: type A, class IN, addr 1.8.7.9
IP 1'0'7'1 b www.estinet.com: type A, class IN, addr 1.0.7.5 .
b www.estinet.com: type A, class IN, addr 1.08.7.7 response carries the IP
b www.estinet.com: type A, class IN, addr 1.8.7.3 .
» www.estinet.com: type A, class IN, addr 1.8.7.8 address IISt Of a” (5) The IP addreSS Of
(6) Host 3 receives the et om: e e I war 1 os | servers of server cluster. the server 4is 1.0.7.1
packet of echo reply b www.estinet.com: type A, class IN, addr 1.8.7.11
. - Authoritative nameservers 20 -Cacha-only ot Server Cluster (www estinet.com)
from the source with IP [sees oo o1 60 60 06 66 66 01 00 60 60 67 06 60 45 G0 . Local DNS Server [£3 413 415 07 32 33 3 353
g G SR SR S R SR SR R SN S
8018 01 01 37 ad 6@ 66 3f 11 2f 3c 81 8O Oc 02 81 @O . = com . i e T L
_ 6620 066 062 @O 35 dg 24 08 ed ae 8; 9f 69 Bi 80 08 01 ‘%E 1@ = g
0038 00 Ga 00 01 00 Ol O3 77 77 77 07 65 73 74 69 6e . = 3 ostinet com
0p48 65 74 03 63 6f 6d 00 0O 81 @O 01 cP Bc @O 81 @A (=] | 19 ./. \ =
- : 11
O ®  File: "/root/course_case _estinetx/application_layer/network_se| - LAN 1 u‘_§. 33. -%.ﬁ
a 6 10
“ v\I 5 “
‘ LAN 2 5 | .\\A-zej = LAN 3
= AR _—
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Host 19 within LAN 1 requests the echo service
from the server cluster.

Host 19 executes the command “ping
www.estinet.com” to query the echo
service from the server cluster whose
domain name is www.estinet.com.

Host 19 queries the local DNS server 20
for the corresponding IP address of
www.estinet.com.

Because the server 20 has remembered
the answer while Host 3 issued the
same query before, it directly sends
back the answer to Host 19.
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Host 19 gets the IP address list of all servers of server cluster. (use Wireshark utility
to open the tcpdump file that records the incoming/outgoing packets on Host 19)

(1) Host 19 sends the
packet of domain
name query.

(2) Host 19 receives ~
the packet of domain
name query response.

tcpdump_at_node_19.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze

©@® 4 m B ®

(el
2

Statistics Telephony Tools Internals Help
Q¢ v s EE P @EE% &
‘ v | Expression... Clear Apply Save

Source
1.0.6.3

Filter: |
Mo. Time
1 0.000000

Destination

Protocol Length Info
DNS Standard query 0x4548 A www.estinet.com

(4) Host 19 sends the /
packet of echo request
to the destination with

IP{1.0.7.10

(6) Host 19 receives
the packet of echo

reply from the source

with IP[1.0.7.10
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0.082088 .0.6.3 271 Standard query response 0x4548 A www.estinet.com A 1.0.7.18 A 1.0.7.5 A 1.8.7.11 A
3 0.862088 1.8.6.3 ICMP 192 Wcho (ping) request id=0x6aa@, seq=1/256, ttl=64 {(reply in 4)
é 4 0.007899 |1.B.?.1B| 1.8.6.3 ICMP 192 EC (ping) reply id=0x6aal, seq=1/256, ttl=61 (request in 3)
QUESCLUNS. L
Answer RRs: 10 \ . .
/ Aotharisy mRe: 1 (7) The packet of domain name query is [Z5]
Additional RRs: 1 : ; : :
| oo tional fRe bytes in size while the packet of domain
v Ansuers name query response is2Z1lbytes in size
b www.estinet.com: type A, class IN, addr (3) The paCket Of q y p y '
b www.estinet.com: type A, class IN, addr 1.8.?.5 .
b www.estinet.com: type A, class IN, addr 1.0.7.11 domaln name Cluery
b www.estinet.com: type A, class IN, addr 1.0.7.4 .
b www.estinet.com: type A, class IN, addr 1.0.7.3 response carries the IP
b www.estinet.com: type A, class IN, addr 1.8.7.6 H
b www.estinet.com: type A, class IN, addr 1.0.7.1 address IISt Of a” (5) The IP address Of the
» www.estinet.com: type A, class IN, addr 1.0.7.8 rver f rver I r. .
b www.estinet.com: type A, class IN, addr 1.8.7.7 Servers or server c USte : server 35 IS 1.0.7.10.
b www.estinet.com: type A, class IN, addr 1.8.7.9
- Authoritative nameservers 20 :Cache-only Server Cluster (www. estinet_com)
0800 06 01 06 06 06 34 00 01 00 60 B0 67 B8 00 45 00 , LB G| 413 1315 7w 3w s d
@016 01 681 de bb 60 60 3f 11 18 2d 81 86 6c 82 01 868 .| "z W N o,
0020 06 83 80 35 c0 f7 00 ed 37 cf 45 48 81 80 00 01 . '.\'5
0030 00 fa 00 01 0O @1 83 77 77 77 07 65 73 74 69 Ge ==}
0040 65 74 @3 63 6T 6d 00 00 @1 00 A1 cO Oc 0O 01 0O efl| 19 %
-
O ®  File: "froot/course_case_estinetx/application_layer/network_se R LAN 1 l-.V\ Pr...
.ﬁi
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Carry out an amplification attack by
taking advantage of DNS service
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L 4

Why can an attacker take advantage of DNS
service to attack a server on Internet?

The domain name of a server cluster represents a group of servers that provide services
simultaneously. When an Internet user issues a domain name query, the user gets a
response with an IP address list. In other words, the user sends a small query packet
and gets a relatively larger response packet.

If an attacker wants to attack one working server V, the attacker can fake the source IP
address with the server V’s IP address while it sends out the packets of domain name
query. In this way, the amplified packets of domain name query response are sent to
the server A (a reflection attack) instead of the attacker. Too many of the amplified
packets will affect the normal operation of the server A. It could cause the situation of
denial of service (DoS) on the server A.

Sometimes, a single attacker is not able to cause the situation of DoS. Thus, an effective
attack is usually carried out by multiple attackers simultaneously. It is called distributed
denial of service (DDoS) attack.
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Host 38 starts the attack first. It executes a program to send
domain name queries in the name of other Host.

amplification attack using dns service.py|/1.0.9.1/|1.0.13.1||www.estinet.com| {100/ |0.001

(1)
Command Line Statement:
(1) An attack python program

(2) (3) (4) (5) (6)

(4) The domain name to query (with amplification effect)

(2) The IP address of attack target (Server 16) (5) The lasting time of attack

(3) Through which DNS server to carry out (6) The interval between two adjacent domain name
reflection attack (local DNS Server 22)

queries (sec)

Attacker 2
24

Attacker 1

LAN 2

p : _/ h\.ﬁ;-/- I.\
i

4:71.0.18.3

z SNeme

ZZMache-only

£J1.0.1301

18 ./ 16
- =®1.09.1

Victim Server (1.0.9.1)
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Use Wireshark utility to open the tcpdump file that
records the incoming/outgoing packets on Host 38

In the recorded packets,
the source IP address is

the server 16’s IP ~

address (1.0.9.1), not
the Host 38’s IP address
(1.0.18.3). Because Host
38 fakes the source IP
address in the outgoing
packets of domain name

query.
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tcpdump_at_node_38.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)] x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
©e 4 m Biixg Qe HE el $EEE &

Filter: | ‘ v | Expression... Clear Apply Save

Source Destination Protocol Length Info

1 0.000000 ool 1.0. Standard 0x0000 A www.estinet.com
20 1.8.9.1 1.0.13.1 DNS 75 Standard query 8x@800 A www.estinet. I
3 0.802000 1.8.9.1 1.8.13.1 DNS 75 Standard query 8x0800 A www.estinet.com
4 0.003000 1.08.9.1 IR T DNS 75 Standard query 9xBe@0 A www.estinet.com
5 0.004800 1.8.9.1 Lo s 1 DNS 75 Standard query 9xBeEP A www.estinet.com
6 0.085000 1.0.9.1 1.8.13.1 DNS 75 Standard query 8x0@00 A www.estinet.com
7 0.806000 1.8.9.1 1.0.13.1 DNS 75 Standard query 8x0800 A www.estinet.com
8 0.0087000 1.08.9.1 IR T DNS 75 Standard query 9xBe@0 A www.estinet.com
9 0.088000 1.8.9.1 Lo s 1 DNS 75 Standard query 9xBeEP A www.estinet.com

Frame 1: 75 bytes on wire (600 bits), 75 bytes captured (608 bits)

Ethernet II, Src: EquipTra_00:00:4c (80:01:00:80:00:4c), Dst: EquipTra_00:008:35 (00:01:00:80:00:35)
Internet Protocol Version 4, Src: 1.8.9.1, Dst: 1.8.13.1

User Datagram Protocol, Src Port: 53, Dst Port: 53
Domain Name System (query)

Transaction ID: 0x0008

Flags: 8x8108 Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: 8

Queries

0oee 00 01 00 0O 00 35 00 01 00 00 00 4c 08 00 45 00
0016 60 3d 60 01 60 80 40 11 62 ae 01 60 69 01 81 6O
00208 ©d 01 80 35 B0 35 00 29 ac b4 00 60 81 GO 6O 61
0030 00 0O 00 GO 00 88 83 77 T7 77 87 65 73 74 69 6e
eP48 65 74 03 63 6f 6d 00 08 01 @0 01

{vvv~

-

O ®  File: "froot/course_case_estinetx/application_layer/network_security/amplification _attack_using_dns_ser... Packets: 2000 - Displayed: 2000 (100.0%) - Load time:... Profile: Default
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Host 38 carries out a reflection and amplification
attack on Server 16 through the local DNS server
Server 22.

LAN 2 =

\.E" ./
L ﬁ
AE-EECKEFZ .“\M\- /& .\
a 28 ./. T~ a 4 &
) . u il
8 ~ 15 / 5 -
il M ache-aonly = — = 1;-:?

Attacker 1 =.=j Victim Server (1.0.9.1) f15151? i ml
/

However, the attack only consumes 1/5 the

available network bandwidth of Server 16.
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Next, Host 24 carries out a reflection and
amplification attack on Server 16 through the outside

DNS server Server 23.
1.0.9.1//1.0.15.1||www.estinet.com| [100(|0.001

amplification attack using dns service.py

Nt 0 e

LAN 2 27 = .
Agancker? -h\za ./I .\29 ./A-
A i ./- - N 4 ik i \-31
:>fﬁ - m il | \ =] &
. 18 ./ 16 133
iy ZZMache-only ==") ma 3 cll:Cache-only
s “J1015.1

Victim Server (1.0.9.1) /mzzm
/
The union attack consumes 2/5 the

available network bandwidth of Server 16.

Attacker 1 |

20

Copyright 2011 - 2018, EstiNet Technologies Inc. All Rights Reserved..

m:ﬂN eT A Professional Company in Software-Defined Networking (SDN)



Finally, in LAN 3, Host 37 and Host 26 join to attack Server 16.
Host 37 carries out attack through the local DNS server Server
23 while Host 26 carries out attack through the outside DNS

server Server 22.
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Attacker 1
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Eventually, the union attack consumes more than 4/5
the available network bandwidth of Server 16. It
significantly affects the normal operation of Server 16.
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Enforce firewall rules to block the attack
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Defense Method 1: finding out the packets with
fake source IP address

Under the norm of Internet protocol, the workable IP addresses within a subnet are

regulative. For example, within the subnet 1.0.6/24, the workable IP addresses are
1.0.6.1,1.0.6.2,1.0.6.3, ..., and 1.0.6.254 -

Once a packet’s source IP address is faked, this packet is dropped by firewall when it

tries to pass through a subnet’s gateway. Hence, the attack is blocked.

Subnet 1.0.6/24

2l :Cache-only
Local DNS Server L

i _1.0.6.2

- .\.Eﬁ
./'

19
A

Gatewa

1.0.6.3 LAN 1 1.0.6.1.""

M

Subnet 1.0.18/24

LAN 2

Attacker 2
& _1.0.18.1

il 28
=
34

#70.183
Attacker 1

22
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In LAN 1, Gateway 2 sets firewall
rules to filter fake packets.

through the firewall only when its source
IP address conforms to the regulation.

¢+ The second rule filters out the packets
that do not conform to the first rule.

Subnet 1.0.6/24

20 :Cache-aonly
Local DNS Server L_j

i _1.0.6.2

Ll

.\-5
a
19 ./.
a .}F‘@- Gateway

~1.0.6.3 LAN 1 1.0.6.].@."‘“

[
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The first rule allows a packet pass ~—

Router x

Node ID |2 Nede Type |Router

Routing Application Interface Flow Classification DNS Firewall Virtual Machine 4|k

Start (s) Stop (s) Command Cpe Add

FORWARD -s 1.0.6/24 4 eth0 -] ACCEPT Modify

Delete

30.000001 35 iptables -A FORWARD -i eth0 -] DROP

A~

Delete All

Enable All

Disable All
Adjust Start Time

Adjust Stop Time

App. Usage
A | o
Command Console Module Editor
Cancel
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In LAN 2, Gateway 27 sets firewall Router »
rules to filter fake packets. Nod D [27 Mot Type [Fa
Routing Application Interface Flow Classification DMNS Firewall Viual Machine ﬂ
¢ The first rule allows a packet pass —~—— g e oo  Add
through the firewall only when its source 3 35 iplables -AFORWARD 5 1.0.18/24 4 a0 § ACCEPT Modiry
|P address Conforms to the regulation_ / 30.000001 35 iptables -A FORWARD -i eth0 | DROP S
/ Delete All
+ The second rule filters out the packets Enable Al
that do not conform to the first rule. =
Adjust Start Time
Subnet 1018/24 Adjust Stop Time
LAN 2 27 Gateway App. Usage
Attacker 2 1.0.18.2 ."m._,
24 1.0.18.1 0
- 28
=
K15
ull- 10183 22 dache—unly - I =
Jﬂlttﬂ':l(er 1 S J Command Console Module Editor
Cancel
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In LAN 3, Gateway 30 sets firewall
rules to filter fake packets.

¢ The first rule allows a packet pass ~—
through the firewall only when its source
IP address conforms to the regulation.

¢ The second rule filters out the packets
that do not conform to the first rule.

Subnet 1.0.19/24

a0 LAN 3
| n&S 101192 Attﬂﬂkzeﬁl'-‘-'l
e
Gateway -\“\-31 1.0.19.1 _ @&
=

37

2 :C_ache—nnly 1.0.19.3™ i#;
£l Attacker 3

Node 1D |20

Routing Application

/3[].00[]001 35

4

Router

Nede Type |Router

Interface Flow Classification DMS

Start (s) Stop (s) Command

iptables -A FORWARD -5 1.0.19/24 - eth1 4 ACC

iptables -A FORWARD - eth1 | DROP

Command Console

Firewall Virtual Machine 4|k

Ope Add
Modify
Delete

Delete All
Enable All
Disable All

Adjust Start Time

Adjust Stop Time

App. Usage
o
Module Editor
Cancel
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Because the fake packets are filtered out by the
firewall on the gateways, no amplified domain
name query response is sent to Server 16.

J-
¢ L teway Gateway,

2
.f.‘u.ttar:ker 2 \{HJ’WE Attacker 4
/"’F AME \.25 I / {HHME
‘;fﬁ
_ 18 16 120§
u!- l/ 1""""':l
Lad .u.: Sml:l X 2 C che-anly

Attacker 1 ='=j Victim Server (1.0.9.1) === o 3

Attacker 3

/t

Server 16 is restored.
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In LAN 1, normal packets can pass through the
firewall on the gateway.

¢ :Cache-only
Local DNS Server j
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- .\.ﬁﬁ
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Attacker 2
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Review of Points

+ Inorder to simultaneously serve many Internet users, how can a server cluster use
a single domain name to achieve load balancing among a group of servers?

o Comparing to the packet of domain name query, why does the packet of domain
name query response become relatively larger in size?

+ How to take advantage of DNS service to carry out a reflection attack?
+ How to block the packets with fake source IP address?
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