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mac_addressing.xtpl
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Unicast Addressing
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Fill the destination address of = MAC - Unicast Addressing |
) ; = 00:01:00:00:00:02

a data-link-layer frame with a

unicast address to address a : : 4

. A —a @@= 00:01:00:00:00:03
single target node. 000100000001 FE -

a
(1) Node 2 sends a echo- (1) = 00:01:00:00:00:04
request frame.

tcpdump-at-node_2.pcap [WireshaN (Git Rev Unknown from unknownj]

(2) In the frame’s header, Fle Edt View Go Capture Analyze Statistics Telephony Tools Interals Help
the source address is filled CRABA|IGBRXE|AC2¥3 2 N B wEEE

with Node 2’s MAC address | ™" d NG

while the destination

address is filled with Node
3’s MAC address.

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bi
erne g 00:00:01 (00:01:00:00:00:0 D quip 00:00:02 (00:01:00:00:00:0
» Destination: EquipTra_00:00:02 (80:01:00:00:00:02)
b Source: EquipTra _00:00:01 (00:01:00:00:00:01)

ype: v X J
» Internet Protocol Version 4, Src: 1.8.1.1, Dst: 1.8.1.2
» Internet Control Message Protocol

mﬂNeT A Professional Company in Software-Defined Networ 2000 SlBERH RILEEL PRI SEUPEAURUERCE SUCEH 45 00 B E.
pany 0016 00 54 53 al 40 00 40 A1 &3 05 61 60 01 61 01 60  .TS.@.@. ........




A frame receiver decides if the frame is for itself
according to the frame’s destination address.

o Among the three nodes receiving the frame, only Node 3 accepts the frame.

That is because the frame’s destination address is filled with Node 3’s MAC
address.

+ Node 4 and Node 5 drop the frame because they are not the target of the
frame.

MAC - Unicast Addressing ]

% 00:01:00:00:00:02
2 1 Ar\: 4
F A s L

= M @ 00:01:00:00:00:03

00:01:00:00:00:01 FRAME FRAME WRONG_ADDR
HOF@_."-‘.DDH

45 00:01{00:00:00:04

mBN eT A Professional Company in Software-Defined Networking (SDN) Copyright 2011 - 2018, EstiNet Technologies Inc. All Rights Reserved..



3

The node that accepts the MAC - Unicast Addressing & 00:01:00:00:00:02
echo-request frame responds
to the request. 2 g AMES el 00:01:00:00:00:03

=
00:01:00:00:00:01 FRAME WRONG_ADDR

(1) Node 3 sends a echo-reply
frame.

(2) In the frame’s header, the
source address is filled with
Node 3’s MAC address while tcpdump_at_node_2.pcap [Wireshark z\eitnevumnuwnfrom unknown)]

the destination address is filled [ ear view o copure anaiyze Stattics Telephony Tools intemals Help

with Node 2’s MAC address. ©@Am I BMxeE Q¢ revay BB Nl d§B2E%

RONG_#DDR
(1) 4= 00:01:00:00:00:04

Filter: | ‘ - | Expression..  Clear  Apply Save
* Among the three nOdeS No. Time Source Destination Protocol Length Info
receiving the frame, only i T Froiroe
Node 2 accepts the frame.
That is because the frame’s (2)
destination address is filled > Frane 2. 98 bytes on wire (704 bils). 9 byles captured (704 bit
With Node 2'5 MAC address. [ oestination: EqulTr _00:00: 1 tss:l:s:s:s:sl) AT TR (amaResaniaRion
b Source: EqulpTra 00:00:82 (BB:01:80:08:00:082)
* Node 4 and Node 5 dr‘Op the e [ o 4, Src: 1.0.1.2, Dst: 1.0.1.1

» Internet Control Message Protocol

frame because they are not
the target of the frame.

0BE6 00 01 0O OO 00 01 0O 01 60 60 0O 02 08 00 45 6O

) . . 8016 00 54 c6 ea G0 80 40 01 af bc 81 @8 B1 B2 B1 06
mﬂNeT A Professional Company in Software-Defined Netwollga55 01 01 88 00 1 16 1f 16 60 61 03 B0 60 0O 00 00




Broadcast Addressing
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Fill the destination address of | wac - Broadcast Addressing 5
a data-link-layer frame with a i 00:01:00:00:00:07

broadcast address to address . y 0

” d JE'I—Il.;: | @& 00:01:00:00:00:08
dll Nodes. 00:01:00:00:00:06 FP4

11

(1) Node 8 sends a echo- (1) @ 00:01:00:00:00:09

request frame.

tcpdump.-at-node_8.pcap [Wireshark NGit Rev Unknown from unknown)]

)
(2) In the frame S header’ File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
the source address is filled ©@@AN I BNxG Qrorvay HE ONUF §EMER

Wlth Node 8’5 MAC address Filter: | ‘ - | Expression..  Clear  Apply Save

MNo. Time

Source Destination Protocol Length Info
id=0x1f18, seq=1/256, ttl=64 (no

Whlle the destination

1 1.0.2.255
1.8.2.3 1.8.2.1 IcMP 98 EChG (pig reply id=0x1f18, seq=1/256, ttl=64
. . . 3 0.000550 1.0.2.4 1.8.2.1 ICMP 98 Echgge#ing) reply id=0x1f18, seq=1/256, ttl=64
add Fress IS fl”ed Wlth the 4 0.008643  1.8.2.2 1.0.2.1 Tcvp 95,90 (plng) reply  id=8x1f18, seq=1/256, ttl=64
» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bigs
(ff-ff-ff-ff-ff-ff) - Ethernet II, Src: EquipTra 08:80:86 (00:01:00:00:00:06), Dg® Broadcast (ff:ff:ff:ff:ff:ff)
¢ ° ¢ ° ° ¢ » Destination: Broadcast (ff:ff:ff:ff:ff:ff)
b Source: EquipTra 00:00:06 (B0:01:00:00:00:06)
» Internet Protocol Version 4, Src: 1.8.2.1, Dst: 1.8.2.255
» Internet Control Message Protocol
peee ff ff ff ff ff ff 60 61 60 60 0O 66 B8 80 45 B0  ........ ...... E. 9

) . . 0016 00 54 86 00 40 80 40 01 33 aa 01 60 82 61 01 88  .T..@.@. 3.......
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A frame receiver decides if the frame is for itself
according to the frame’s destination address.

+ All the three nodes receiving the frame accept the frame because the frame’s
destination address is filled with the broadcast MAC address. In other words,
all nodes are the frame’s target.

MAC - Broadcast Addressing 9_5- 00:01:00:00:00:07

5 7 Ar\: 10
e W H @& 00:01:00:00:00:08

&
00:01:00:00:00:06  FRAME FRAM
F 11
48 00:01:00:00:00:09
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3
@ 00:01:00:00:00:07

The node that accepts the
echo-request frame
responds to the request. ; FRAME WHONG_ADDF

F 5 e [l ® @ 00:01:00:00:00:08
(1) Node 10 sends a echo-reply 00:01:00:00:00:06
frame.

(2) In the frame’s header, the
source address is filled with
NOde 10’5 MAC address Whlle tcpdump.at_node_8.pcap [Wireshark 2.1.]MRevUnknuwnfrom unknown)]

the destination address is filled | c vew 0 copune amigse Statsics Tetephony Tooks mermas Hep

with Node 8’s MAC address. e@Am: BxE Q¢ »vay BB eNeF $B5H%

MAC - Broadcast Addressing

RONS, ADDR
(1) &= 00:01:00:00:00:09

Filter: | ‘ - | Expression... Clear Apply Save
NOde 9 and NOde 11 a|SO Send a MNo. Time Source Destination Protocol Length Info
1 0.000000 1.60.2.1 1.0.2.255 ICMP 98 Echo (pin request 1d=0x1f18, seq=1/256, ttl=64 (no
echo-reply frame to Node 8. 2 0.00amae | 1.0.3.3 Teo.2s Tamox118, seql/2s6,
3 0.000550 1.0.2.4 1.0.2.1 ICHMP 98 Echu (pig® reply id=0x1f18, seq=1/256, ttl=64
If there are more than one node 4 0.000649 1.0.2.2 1.0.2.1 ICHMP 98 Ecggping) reply  id=8x1f18, seq=1/256, ttl=64
send frames simultaneously, a (2)
1ci » Frame 2: 98 bytes on wire (784 blts) 98 bytes captured (784 bit
frame COIIISIon occurs. The - quip 00:88 (80 01:00:00:00:08), Dst g@uipTra 00:00:06 (BB:01:00:80:00:06)
1 1 1 » Destlnatmn EquipTra_00:00:06 (88:81:88:88:88:86)
retransmission mechanism of | Sctrce uipirs so1.6s (0001.00:00'00'8
. meTTT
data Ilnk Iayer makes the three » Internet Protoccﬂ. Version 4, Src: 1.8.2.3, Dst: 1.68.2.1
» Internet Control Message Protocol
echo-reply frames be sent back
to Node 8 eventually.
0000 06 01 OO 0O 00 06 0O A1 00 0O B0 08 B8 6O 45 00  ........ ...... E. "
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Multicast Addressing
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Multicast Group

+ The target nodes of a multicast frame are those nodes that join a specific multicast
group.

¢ The following graph shows that Node 15 and Node 17 join the same multicast group
while Node 16 joins another multicast group.

MAC - Multicast Addressing W 00:01:00:00:00:05

Multicast Group’s MAC Address 01:00:5e:00:00:08

14 13 16
Al = @ 00:01:00:00:00:0d
00:01:00:00:00:0b Multicast Group’s MAC Address 01:00:5e:00:00:07

17
@ 00:01:00:00:00:0a
Multicast Group’s MAC Address 01:00:5e:00:00:08

. . ) . 13
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00:01:00:00:00:05
Multicast Group
01:00:5e:00:00:08

Fill the destination address of
a data-link-layer frame with a
multicast address to address

MAC - Multicast Addressing

14 13 . 00:01:00:00:00:0d

those nodes that join a

specific multicast group.

(1) Node 14 sends a echo-

AW
- FRAME
00:01:00:00:00:0b

Multicast Group
01:00:5e:00:00:07

- 00:01:00:00:00:0a
Multicast Group
01:00:5e:00:00:08

(1)

request frame.

tcpdump.-at-node_14.pcap [Wireshar.1.1 (Git Rev Unknown from unknown)]

(2) In the frame’s header, the
source address is filled with
Node 14’s MAC address while
the destination address is filled

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

] > T~
@@ 4 m B xg Q¢ ¢ » ¥ |[EE =5 o F WEEE
Filter: | ‘ - | Expression... Clear Apply Save
MNo. Time Source Destination Protocol Length Info
7 0.997914 1.8.3.1 224.0.0.8 98 Echo (plng] request 1d=0x1fld, seq=1/256,
8 0.998262 1.8.3.2 1.8.3.1 IcMP 98 Echo (p reply id=0x1f1d, seq=1/256, ttl=64
9 0.998361 1.0.3.4 1.8.3.1 ICMP 98 5 ping) reply id=0x1f1ld, seq=1/256, ttl=64
18 4.997914 1.8.3.1 224.8.0.7 ICMP pf¥tcho (ping) request id=0x1fle, seq=1/256, ttl=1 (mul
11 4.998113 1.8.3.3 1.8.3.1 ICMP 98 Echo (ping) reply id=0x1fle, seq=1/256, ttl=64

with a multicast group’s MAC

address (01:00:5e:00:00:08).

» Frame 7: 98 bytes on wire (784 blts) 98 bytes captured (784 bj
101:00:00:00:0b) S

mﬂN eT A Professional Company in Software-Defined Netwo

b Destination: IPv4mcast 08 (81:00:5e:00:00:08)
» Source: EquipTra_00:00:0b (00:01:00:00:00:0b) (2)
ype:
» Internet Protocol Version 4, Src: 1.8.3.1, Dst: 224.0.0.8
» Internet Control Message Protocol
0060 01 80 5e 00 00 08 00 01 60 60 00 Bb B8 B0 45 0O T E.
gele 00 54 00 00 40 00 81 81 95 26 61 60 03 01 0 00 T..@. .. ..., 14

op 88 88 oo of of 1f 1d HH Hl Hb HH HH HH HH HH

0028



A frame receiver decides if the frame is for itself
according to the frame’s destination address.

+ Inthe implementation of EstiNet X network simulator, the MAC module does not
filter multicast addresses. Thus, all the three nodes receiving the frame accept
the frame first and hand it over to the multicast processing procedure on the
upper layer. In fact, the frame that targets multicast group 01:00:5e:00:00:08 is

eventually discarded by Node 16. Only Node 15 and Node 17 eventually accept
the frame.

MAC - Multicast Addressing > 00:01:00:00:00:05
=¢| Multicast Group 01:00:5e:00:00:08

14 13 Ar\z 16
A R W )(“' 00:01:00:00:00:0d
. 3

FRAME FRA ~ Multicast Group 01:00:5e:00:00:07
00:01:00:00:00:0b

F

17
@ 00:01:00:00:00:0a
Multicast Group 01:00:5e:00:00:08

m:ﬂN eT A Professional Company in Software-Defined Networking (SDN)
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The nOde that accepts the MAC - Multicast Addressing 1

echo-request frame

responds to the request.

(1) Node 15 sends a echo-reply
frame.

(2) In the frame’s header, the
source address is filled with

5 00:01:00:00:00:05
A Multicast Group
£ 01:00:5e:00:00:08

16

mE
FRAMEWRONG. ADDR

14
a
00:01:00:00:00:0b

FRARME 13
=

00:01:00:00:00:0d
Multicast Group

01:00:5e:00:00:07

ADDR
00:01:00:00:00:0a

Multicast Group

01:00:5€:00:00:08

RO

Node 15’s MAC address while
the destination address is filled
with Node 14’s MAC address.

Node 17 also sends a echo-reply
frame to Node 14.

If two nodes send frames
simultaneously, a frame collision
occurs. The retransmission
mechanism of data link layer
makes the two echo-reply
frames be sent back to Node 14
eventually.

L 2

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Helf

Y : I N 7

@® 4 m Bixg Q¢ Y » ¥ BB SR G~ W S
Filter: | ‘ - | Expression... Clear App Save

No. Time Source Destination Protocol Length Info
7 0.997914 1.0.3.1 224.0.0.8 ICMP 98 Echo (pln request 1d=0x1fld, seq=1/256, ttl=1 (mul
8 0.998262 1.8.3.2 id=0x1f1d, seq=1/256, ttl=64
9 0.998361 1.0.3.4 1.8.3.1 ICMP 98 Echu ] reply id=0x1f1ld, seq=1/256, ttl=64
8 4.997914 1.8.3.1 224.08.08.7 IcMP 98 ping) request id=Bx1fle, seq=1/256, ttl=1 (mul
11 4.998113 1.8.3.3 1.8.3.1 ICMP e Echu (ping) reply id=0x1fle, seq=1/256, ttl-64

» Frame 8: 98 bytes on wire (784 blts) 98 bytes captured {784 bits)

herpe D
» Destination: EqulpTra 00:00: Hb (Hﬂ:ﬂl:ﬂﬂ:ﬂﬂ:ﬂﬂ:ﬂb)
b Source: EqulpTra 00:00:05 (00:01:00:00:00:05)

ype: IF

» Internet Protocol Versiom 4, Src: 1.8.3.2, Dst: 1.0.3.1
» Internet Control Message Protocol

5000

mﬂN eT A Professional Company in Software-Defined Netwo

00 01 B0 00 00 Gb B0 81 0O 80 00 05 08 0O 45 00
B0 54 ap fc 00 00 40 81 dl aa ©1 60 B3 B2 01 0O
B3 81 eo 8o 17 of 1f 1d @e 81 eb 60 6O 8O 0O 0O

oBee
oele

16
0020



5 00:01:00:00:00:05
& Multicast Group

01:00:5e:00:00:08
14 13

e . - 00:01:00:00:00:0d

T W :

N T “ | Multicast Group

00:01:00:00:00:0b 01:00:5e:00:00:07
17

@ 00:01:00:00:00:0a

Fill the destination address of

a data-link-layer frame with a

multicast address to address
those nodes that join a
specific multicast group.

MAC - Multicast Addressing

16

(1) )

Multicast Group

(1) Node 14 sends a echo-
request frame.

(2) In the frame’s header, the
source address is filled with
Node 14’s MAC address while
the destination address is filled
with a multicast group’s MAC
address (01:00:5e:00:00:07).

mﬂN eT A Professional Company in Software-Defined Netwo

01:00:5e:00:00:08

tcpdump-at-node_14.pcap [Wi%k 2.1.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools

_ § 3
] > T~
@® 4 m Bixg Q¢ ¢ » ¥ BB = o Bl % (6
Filter: | ‘ - | Expression... Clear ply Save
No. Time Source Destination Protocol Length In
7 0.997914 1.0.3.1 224.0.0.8 ICMP 98 Echo ing) request id=8x1fld, seq=1/256, ttl=1 (mul
8 0.998262 1.8.3.2 1.8.3.1 IcMP 98 Echo ( g) reply id=0x1f1d, seq=1/256, ttl=64
9 0.998361 1.0.3.4 1.8.3.1 ICMP 98 Echo (pl reply id=0x1f1ld, seq=1/256, ttl=64
18 4.997914 N e o id=0x1fle, seq=1/256, ttl=1 (mul
11 4.998113 1.8.3.3 1.8.3.1 ICMP 98 Echu reply id=0x1fle, seq=1/256, ttl=64

b Destination: IPv4mcast 07 (81:00:5e:00:00:07)
» Source: EquipTra_00:00:0b (00:01:00:00:00:0b)

ype:
» Internet Protocol Version 4, Src: 1.8.3.1, Dst: 224.0.0.7
» Internet Control Message Protocol

01 00 5e 00 00 07 80 81 00 80 00 Ob 68 0O 45 00
00 54 06 00 48 00 81 81 95 al 61 60 03 01 e0 00
00 87 88 00 Bb Be 1T 1le HH Hl Hf HH HH HH HH HH

oBee
go1e
0028
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A frame receiver decides if the frame is for itself
according to the frame’s destination address.

+ Inthe implementation of EstiNet X network simulator, the MAC module does not
filter multicast addresses. Thus, all the three nodes receiving the frame accept
the frame first and hand it over to the multicast processing procedure on the
upper layer. In fact, the frame that targets multicast group 01:00:5e:00:00:07 is
eventually discarded by Node 15 and Node 17. Only Node 16 eventually accepts
the frame.

MAC - Multicast Addressing 's _00:01:00:00:00:05
= Multicast Group 01:00:5e:00:00:08

Ar\z 16
ma 00:01:00:00:00:0d

FRE Multicast Group 01:00:5e:00:00:07

14 13
A W

FRAME
00:01:00:00:00:0b

- 00:01:00:00:00:0a
Multicast Group 01:00:5e:00:00:08

m:ﬂN eT A Professional Company in Software-Defined Networking (SDN)
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The nOde that accepts the MAC - Multicast Addressing 1

echo-request frame

responds to the request. = '4

(1) Node 16 sends a echo-reply
frame.

I 00:01:00:00:00:05
4 Multicast Group

01:00:5e:00:00:08

FRAME 13 FREMEE WRONG_ADDR 00:01:00:00:00:0d

2 - = u Multicast Group
00:01:00:00:00:0b 01:00:5e:00:00:07
RONG_ADDR
] 00:01:00:00:00:0a

Multicast Group
01:00:5e:00:00:08

tcpdump.-at-node_14.pcap [Wgeshark 2.1.1 (Git Rev Unknown from unknown)]

(2) In the frame’s header, the
source address is filled with
Node 16’s MAC address while
the destination address is filled
with Node 14’s MAC address.

File Edit View Go Capture Analyze Statistics Telephony Tools Internals

©® 4 m B XeC Q¢ 2% s X E o B WEMEE E

Filter: | ‘ - | Expression... Save

No. Time Source Destination
7 ©.997914 1.8.3.1 224.0.0.8 ICMP 98 Ec (ping) request id=0x1fld, seq=1/256,
8 0.998262 1.8.3.2 1.8.3.1 ICMP 98 Echo Wging) reply id=0x1f1d, seq=1/256,
9 0.998361 1.0.3.4 1.8.3.1 IcMp 98 Echo (p¥gg) reply id=0x1fld, seq=1/256,
18 4.997914 1.8.3.1 224.0.0.7 ICMP 98 Echo (pln request id=0x1fle, seq=1/256,
11 4.998113 1.8.3.3 reply id=8x1fle, seq=1/256,

ttl=1 (mul

ttl=1 (mul

» Frame 11: 98 bytes on wire (784 blts) 98 bytes captured (784 bits)
herpe guip 0 a0 9.06:.8d), Dst: Eg
» Destination: EquipTra_8@:08: Hb (Hﬂ:ﬂl:ﬂﬂ:ﬂﬂ:ﬂﬂ:ﬂb)
b Source: EqulpTra 00:00:0d (00:01:00:00:00:0d)
vpe: IF CELLE
» Internet Protocol Versiom 4, Src: 1.8.3.3, Dst: 1.0.3.1
» Internet Control Message Protocol

mﬂN eT A Professional Company in Software-Defined Netwo

0pee 00 01 00 00 80 Ob 00 01 00 08 80 8d 08 60 45 00
gele 8o 54 1f 59 @0 00 40 01 53 4d 81 80 03 03 01 00
0e20 B83 81 00 08 13 Be 1f le HH Hl Hf HH HH HH HH HH
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Promiscuous Mode
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Promiscuous Mode

o The data link layer of a network node filters an incoming frame according to the
frame’s destination address to see if the frame is for this network node.

+ If a network node wants to stop the filtering mechanism, it activates the
promiscuous mode. In this way, the network node accepts all incoming frames.
Some network packet analyzer software, such as Wireshark, uses this way to
analyze all network packets.

m:ﬂN eT A Professional Company in Software-Defined Networking (SDN) &l



Fill the destination address of | ynicast Addressing P
a data-link-layer frame with @ | * Promiscuous Mode AR
unicast address to address a 0 19 22

A —— = & 00:01:00:00:00:12

Slngle target nOde' OO:Ol:OO:OO:OW

P

@ 00:01:00:00:00:13
(1) Node 20 sends a echo- (1) Activate promiscuous mode

request frame.

tcpdump.-at-node_20.pcap [Wireshark 2 (Git Rev Unknown from unknown)]

7
(2) In the frame s header’ the File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
source address is filled with ©@4Aam I BNxc Q¢ rvay I c\NoF #E2E%
Node 20'5 MAC address While Filter: | ‘ - | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

the destination address is RS
filled with Node 21’s MAC

add ress' » Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits
guip 00:80:18 (80:0 ;00 @), Dstg 1pTra_00:00:11 (80:81:00:00:00:11)

» Destination: EquipTra_8@:08:11 (Hﬂ:ﬂl:ﬂﬂ:ﬂﬂ:ﬂﬂ:ll)
b Source: EqulpTra 00:00:10 (00:01:00:00:00:10)

Yp gaoo
» Internet Protocol Version 4, Src: 1.0.4.1, Dst: 1.0.4.2
» Internet Control Message Protocol

0086 00 01 06 00 00 11 60 61 08 00 00 10 08 80 45 00  ........ ...... E.
. ) ) 0016 00 54 75 cd 40 80 40 81 ba d9 01 060 84 61 01 B8  .TU.@.@. ........
mﬂNeT A Professional Company in Software-Defined Netwollpgo5 64 02 0s o 65 oc 1f 20 00 01 15 G0 00 60 80 08  ....... ........
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A frame receiver decides if the frame is for itself
according to the frame’s destination address.

o Theframe is accepted by not only Node 21 but also Node 23. The former accepts

the frame because it is the frame’s target node. The latter accepts the frame
because it activates the promiscuous mode.

+ Node 22 drops the frame because it is not the target of the frame.

Unicast Addressing el
+ Promiscuous Mode # 00:01:00:00:00:11

20 13 FR&ME 22
A B W

m & 00:01:00:00:00:12

]
00:01:00:00:00:10 ""AME wmﬁ_mm
23
= Activate promiscuous mode

~ 00:01:00:00:00:13
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The node that accepts the Unicast Addressing e 00:01:00:00:00:11
+ Promiscuous Mode
echo-request frame
20 FRa&ME 19 22

responds to the request. = - m & 00:01:00:00:00:12

00:01:00:00:00:10 \&T\Eiome_mﬂ
F 23

= 00:01:00:00:00:13
(1) Activate promiscuous mode

(1) Node 21 sends a echo-reply
frame.

(2) In the frame’s header, the
Source add ress is fi”ed With NOde tcpdump.-at-node_20.pcap [Wireshark 2.3 (Git Rev Unknown from unknown)]

21'5 MAC address While the File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
destination address is filled with |[©@@4® & 87 x o Q¢ o BE N-oD @¥EL

Node 20’5 MAC addreSS. Filter: | ‘ - | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
1 0.000000 1.0.4.1 1.0.4.2 ICMP 98 Echo (pindl request 1id=0x1f20, seq=1/256, ttl=64 (re
2 0.808199 1.8.4.2 98 Echo (ping) reply id=8x1f28, seq=1/256, ttl=64 (re

e Theframe is also
accepted by Node 23 that
activates the promiscuous :Frame o Yte? = ‘:ﬂre ”H? %tS,' g? !"‘te? CE_'Pt'_Jre}J(;S‘:: 5} ra_00:00:10 (80:01:00:00:80:10)

» Destination: EquipTra_00:00:10 (00:01:00:00:00:10)
d » Source: EquipTra 00:00:11 (80:01:00:00:00:11) (2)

mo e- Type: IPvd (0x0800)

» Internet Protocol Version 4, Src: 1.0.4.2, Dst: 1.0.4.1

» Internet Control Message Protocol

0086 00 01 06 00 00 10 00 61 08 00 00 11 08 88 45 00  ........ ...... E. o
. ) ) 0016 00 54 76 dd 00 80 40 81 f9 c9 01 60 84 82 01 B8 .Tv...@. ........
mﬂNeT A Professional Company in Software-Defined Netwollga55 g4 01 66 60 d e 1f 20 B8 81 15 60 6O 00 60 80  ..ooooo oo
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Review of Points

+ What kinds of addressing does the data link layer have? What characteristics does
each addressing have? What kinds of network application is each addressing
suitable for?

¢ What will happen after a network node activates the promiscuous mode? What
kinds of network application is this mode suitable for?

m:ﬂN eT A Professional Company in Software-Defined Networking (SDN)
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Special Parameter Configuration for This
Simulation Case

¢ Broadcast Addressing

m]

On those nodes that are the target of a broadcast echo-request frame, the command “sysctl

net.ipv4.icmp_echo_ignore_broadcasts=0" has to be executed so that these nodes can send
back echo-reply frames.

¢ Multicast Addressing

m]

m]

All nodes have to execute the command “ip route add 224.0.0.0/4 dev eth0” so that the
multicast frames are able to be sent out. (note that ethO is the interface name)

On the node that is the target of a broadcast echo-request frame, the command “ttcp -r -4 -u
224.x.x.x” has to be executed to let the node join a multicast group.

On those nodes that are the target of a multicast echo-request frame, the command “sysctl

net.ipv4.icmp_echo_ignore_broadcasts=0" has to be executed so that these nodes can send
back echo-reply frames.

¢ Promiscuous Mode

m]

m:ﬂN eT A Professional Company in Software-Defined Networking (SDN)

Execute the command “ip link set ethO promisc on” on a node to activate the promiscuous
mode. (note that ethO is the interface name)
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